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Purpose

• The purpose of this brief to propose an 
approach for performing “system of 
system” level V&V of the BMDS 
representations.
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BMDS SoS Hierarchical View
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Presenter
Presentation Notes
The BMDS System is a SoS composed of many systems (system elements) and subsystems (components). SoS is defined as a set or arrangement of systems that results when independent and useful systems are integrated into a larger system that delivers unique capabilities (Defense Acquisition Guidebook, ch. 4). 

Validation of a SoS should be planned as a phased process to establish a sufficient degree of confidence that the integration meets the mission capabilities. The SoS by definition involves multiple constituent systems; therefore, end-to-end testing, especially when weapon platforms are involved, is generally prohibitive in terms of time and cost. Accordingly, models and simulations are valuable assets in this regard, as they provide additional flexibility. However, validation of individual constituent systems by themselves are not adequate for complete SoS validation but can alleviate the extent of the all-up SoS validation. 

Although the simulation SW is verified and validated to have the necessary capability needed to perform the test prior to delivery to the integrated configuration, it is necessary to again validate the SW, or ensure that the SW was not degraded when integrated.  During the integration of the SSF (or DE SIM/MDSE) and M&S into the integrated configuration, the DESV V&V Team performs SoS validation activities.  The DESV V&V staff will be assisted by the Integrated Labs Team and the Test Sub-systems in support of their activities.  

Once integrated, the SSF developers are responsible for the creation of the test control, scenario generation, player interaction, data flow management, and environment framework for the MDA BMDS SoS Testing.  The SoS Test staff executes the activities listed below during integration activities, benchmark testing, and IMT:

Truth State Data Comparisons – Comparisons of stand-alone SSF FQT data and SSF data from an integrated configuration run.

Interface Validation – Evaluation to determine that component receives messages sent by the SSF with no degradation across the interface.

The Net-Centric Data Strategy establishes the use of communities of interest to work toward common vocabularies to accomplish these principles. This is a key evolution in System of Systems thinking away from engineering point-to-point interfaces toward exposing your data to the enterprise in a common vocabulary, resulting in a one to many interface that solves the integration problem not only for the engineered solution, but for unanticipated uses as well.
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Private
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Link-16 
VMF, etc.

DIS 
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BMDS SoS M&S Architecture Characteristics (U)

Simulation Engine
Components

External
Models

OMF EMF

Discrete Event
Models

Middleware
Components

Database

Gateways

Lifecycle
Applications Optimistic

Processing
Offline

Accessible

Provides low entry cost 
for legacy simulations

Permits use of specialized 
hardware and software

Provides access to 
tactical messaging

Interoperates with 
hardware in the loop

Permits interoperation 
with other simulations

Provides for common semantics 
and correlation in support of analysis

Provides for common 
simulation management

Relies on proven 
GOTS infrastructure

Isolation mechanism for 
proprietary code

Allows single source 
for threat representation

Presenter
Presentation Notes
Optimistic Modeling Framework (OMF)

Extended Modeling Framework (EMF)

Hardware-in-the-Loop (HWIL)

High Level Architecture (HLA)

Distributed Interactive Simulation (DIS)
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Presenter
Presentation Notes
SoS M&S requirements can be developed from system requirement documents describing the SoS. In this case the essential elements of analysis for the SoS are decomposed to Measures of Effectiveness (MOEs) for the system, Measures of Performance (MOPs) for the simulation, acceptability criteria (ACs) for the simulation, and technical performance measures (TPMs) for the simulation.
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BMDS SoS M&S VV&A Event Metric Dendritic
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Presenter
Presentation Notes
SoS M&S requirements can also be developed from event test objectives the SoS test. In this case the essential elements of analysis for the SoS are decomposed to Critical Analysis Issues (CAIs) for the system, Measures of Performance (MOPs) for the simulation, acceptability criteria (ACs) for the simulation, and technical performance measures (TPMs) for the simulation.





7Approved for Public Release
08-MDA-4059 (5 JAN 09)

Test Objective Relationship to Acceptability Criteria

Intended Use

• Performance 
Assessment

• Ground Test

• Flight Test 
Support

• War Games

• Exercises

• Element 
Integration

• Internal Use 

• Concept 
Development

• Planning
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(e.g. CAI 1)
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Metric/TPM II.1 Metric/TPM II.2 Metric/TPM II.3
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Metric/TPM IV.1 Metric/TPM IV.2 Metric/TPM IV.3

Metric/TPM V.1 Metric/TPM V.2 Metric/TPM V.3

Metric/TPM n.1 Metric/TPM n.2 Metric/TPM n.3

Test Objectives focus on the expected performance assessment of the 
operational BMDS to be completed using data from the test event
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Issues

• Which interfaces are “truly” SoS level
• How do we V&V interfaces?
• What in DSA corresponds to a 

Federation Object Model (FOM) in 
HLA?

• How do we achieve meta-model 
validation in the absence of a 
conceptual model?

• What constitutes a metadata model?



9Approved for Public Release
08-MDA-4059 (5 JAN 09)

SoS M&S Verification & Validation Requirements 
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Presenter
Presentation Notes
The SoS V&V staff executes the activities listed below during integration activities, benchmarking, and anchoring:

Truth State Data Comparisons – Comparisons of stand-alone SSF ( or other Frameworks in the M&S Product Line) FQT data and SSF data from an integrated configuration run.

Interface Validation – Evaluation to determine that component receives messages sent by the SSF with no degradation across the interface

Framework – Evaluation of simulation framework/architecture design (federation, composition, or distributed interactive simulation)  

SLA = System Level Analysis

ELA = Element Level Analysis
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Testing the Theory Through System-Level Post- 
Flight Reconstruction (U)

– System-Level Post-Flight Reconstruction (PFR): 
» Manually recreate and run a past flight test scenario in a test 

venue performing system-level comparative analysis of the real- 
world performance to the output of the test venue assessing the 
results and determining if system-level anomalies exist in the 
M&S

– System-Level Anchoring (SLA):
» Perform root cause analysis of the system-level anomalies found 

in the PFR;  generate, test and implement M&S improvements to 
address anomalies 
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M&S System-Level PFR Preparation Process (U)
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Trajectory

Generate 
Signature
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Backup
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Terms of Reference (1)

• System: A combination of interacting elements organized to achieve one or 
more stated purposes.

• System Element: a member of a set of elements that constitute a system. A 
system element is a discrete part of a system that can be implemented to 
fulfill a specified requirement.

• System of Systems: A combination of interacting functional system elements, 
which are themselves systems, organized to achieve a stated operational 
capability.

• Interface: At point at which independent systems or diverse groups interact. 
The devise or system by which interaction at an interface is effected.

• Enterprise Rules: Rules that govern the interaction of system elements; 
serve the role of “local government” within the SoS; specified in the 
Simulation Federation Object Model (framework), for example.

• Verification: The process of determining that a model implementation and its 
associated data accurately represent the developer's conceptual description 
and specifications.

• Validation: The process of determining the degree to which a model and its 
associated data are an accurate representation of the real world from the 
perspective of the intended uses of the model.
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Terms of Reference (2)

• Measure of Effectiveness (MOE): A qualitative or quantitative measure of 
aggregate performance or a characteristic of a model, simulation or system 
that indicates the degree to which it performs the task or meets an 
operational objective or requirement under specified conditions.

• Measure of Performance (MOP): The measure of how the system/individual 
performs its functions in a given environment (e.g., number of targets 
detected, reaction time, number of targets nominated, susceptibility of 
deception, task completion time). It is closely related to inherent parameters 
(physical and structural) but measures attributes of system behavior.

• Metadata: Information describing the characteristics of data; data or 
information about the meaning of data; descriptive information about an 
organization's data, data activities, systems, and holdings.

• Metamodel: A model of a model. Metamodels are abstractions of the M&S 
being developed, which use functional decomposition to show relationships, 
paths of data and algorithms, ordering, and interactions between model 
components and subcomponents. Metamodels allow the software engineers 
who are developing the model to abstract details to a level that subject 
matter experts can validate.

• Modeling and Simulation (M&S): The use of models and simulations, either 
statically or over time, to develop data as a basis for making managerial or 
technical decisions. This includes but is not limited to, emulators, prototypes, 
simulators, and stimulators.



15Approved for Public Release
08-MDA-4059 (5 JAN 09)

System-Level V&V – Roles & Responsibilities

Infrastructure
(DE SIM, MDSE)

GMD

Aegis THAAD

Patriot

SBIRS

MDA/SN

C2BMC

SystemSystem--LevelLevel

1

2

3

ElementElement--LevelLevel

GMD

AegisTHAAD Patriot

SBIRS MDA/SNC2BMC

ComponentComponent--LevelLevel

Interceptor 
SM-3 FC/CRadar 

SPY-1

UnitUnit--LevelLevel

Transmitter ReceiverAntenna Signal 
Processor

DESVDESV
ResponsibilityResponsibility

ElementElement
ResponsibilityResponsibility

1

2

3

Ensure Consistent Inputs Across All Element Models

Analyze Information Exchange Between Elements

Analyze Interfaces Between Elements

A firm V&V foundation is critical to
enable successful system-level V&V

SystemSystem
LevelLevel

ElementElement--LevelLevel

ComponentComponent--LevelLevel

UnitUnit--LevelLevel

Integration

Appropriate V&V performed at
every level reduces risk,

reduces cost, and
Improves quality

Re
qu

ire
m

en
ts

 D
ef

in
iti

on
System-Level V&V Ensures Consistent Inputs Across Element Models and 
Includes Analyzing Communication Data and Interfaces Between Elements



16Approved for Public Release
08-MDA-4059 (5 JAN 09)

How Integrated V&V Supports Accreditation

Validation completes a thorough 
Verification Process to provide 
the necessary confidence for 
Accreditation

M&S VV&A
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Presenter
Presentation Notes
Requirements Verification: Verifies (1) M&S requirements fully address the User's requirements, and (2) M&S requirements are defined with sufficient detail to be readily represented in the simulation 

Conceptual Model Validation: Includes (1) Verifying Requirements Mapping, (2) Evaluating Basic Framework and Architecture, (3) Evaluating Instance Data Requirements, (4) Verifying Data Sources and Availability, (5) Verifying Databases and Metadata, and (6) Evaluating Fidelity of Planned Representations. 

Design Verification: The purpose of design verification is to ensure that all the features, functions, behaviors, algorithms, and interactions are correctly and completely included in the design representations and documentation. Tasks include (1) verify requirements mapping, (2) verify design artifacts, (3) assess algorithms, (4) verify interfaces, (5) assess timing and sizing, (6) validate data transformation methods, (7) verify transformed data, and (8) verify test plans.

Implementation Verification: (1) Verify Requirements Mapping, (2) Verify Code, (3) Verify Hardware Configuration and Implementation, (4) Verify Software/Hardware Mapping, (5) Verify Hardware, (6) Verify Initialized Data, and (7) Verify Tests.

Results Validation: is conducted to determine (1) the extent to which the simulation addresses the M&S requirements, (2) how realistic the simulation outputs are under conditions determined by the application, and (3) how well the simulation fits the intended use. Tasks include: (1) Map Tests to Requirements, (2) Validate Required Behaviors, Representations, Algorithms, and Models, (3) Validate Data, and (4) Adjudicate errors.

Validation Methods:

 SME assessments 

 Analytical comparisons (e.g., soft model comparison, requirements, specifications)

 Audits, inspections, and walk-throughs 

 Formal comparisons: (1) Data from existing simulations (benchmarking), and (2) Data from test/experiments (anchoring)

e. Statistical analysis (e.g., confidence intervals, Turing test, time-series analysis, etc.)
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Simulation Use Cases

• BMD Simulation Use Cases
– Tend to cluster when organized 

by support personnel and 
hardware footprint

– A single simulation (conceptual 
model) is likely to poorly serve 
the complete space of use cases

• High Fidelity Cases
– Addressed by engineering 

simulation models integrated 
through EMF

– Marginal improvement over 
today’s (PA07) executions

– Ideally suited for interaction 
with HWIL simulation and 
ground and flight tests

• Medium Fidelity Cases
– Necessary for support of 

concept exploration, future 
capabilities, high run count 
statistical analyses

– Gaining credibility will require 
sound modeling, solid 
benchmarking to high fidelity 
simulations, and repeated use

Use Case Clusters
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SISO Fidelity ISG Concepts

Repeatability Resolution

Detail

Accuracy

Sensitivity Precision

Specified the 
Number Represented 
Instances that can be 

Repeated

Specified Degree 
of Detail

and Hierarchy Level

Characterized Quality
of Internal Realization to

Respond to Low Level Stimulus

Characterized Quality
of Internal Realization to 
Provide Lower Variance

Specifies Deviation of
Observable Properties

Behavioral
Representational  

Determines the Effect
of External Stimulus Causes

Fidelity is defined as the accuracy of the representation when compared 
to the real-world [DoD 5000.59-M; DoD M&S Glossary, Dec 1997]. 

Presenter
Presentation Notes
Fidelity is defined as the accuracy of the representation when compared to the real-world [DoD 5000.59-M; DoD Modeling and Simulation (M&S) Glossary, December 1997].  An alternative definition for fidelity is the degree to which a model or simulation reproduces the state and behavior of a real-world object or the perception of a real-world object, feature, condition, or chosen standard in a measurable or perceivable manner [Simulation Interoperability Standards Organization (SISO), Fidelity Implementation Study Group (ISG), “Fidelity ISG Glossary,” V 3.0, December 1998].  Fidelity is composed of accuracy, sensitivity, precision, resolution, and repeatability.
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